Automted Syéten:l for Customs Data

AsycudaWorld Installation
Welcome!

Welcome to this guide to the installation of ASYCUDAWorld. By the time you finish reading this,
you will be able to easily install the new system. We welcome your feedback to enable us to
improve this guide as well as answer your questions. If you have any comments, questions or
suggestions, please contact us by email: info@sra.org.sz.

Summary

This documentation aims to help the ASYCUDAWorld user get started with the ASYCUDAWorld
system. It will help them to define and prepare the required environment for accessing the
application without technical problems. Users will be able to benefit from the resources of the
system if the environment is set correctly. The first part of this handbook explains the
prerequisites and software requirements. The second part assumes that the user has been
provided with a user name and password for accessing ASYCUDAWorld. It explains how to
access the system. The third part of this handbook explains how users can update their password
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and ensure that they have a profile correctly set with the right access rights and properties. It
concludes with additional tips on how to empty the cache folder when required by the
administrator.

Part | — Preparing the environment
A - Hardware requirement

AW client runs on the most popular Java-enabled desktops such as Windows, Linux, Macintosh,
Solaris, AIX and others and can be started from any web browser (Internet Explorer, Firefox,
Chrome, Safari etc.). However, the users should have the following minimum requirements on
computers or laptops:

e Processor: 2Ghz or better

e Operating System: Any but preferably Windows 7

e Memory: 21GB or more

e Ethernet card: Gigabit Ethernet LAN 10/100/1000 For Internet access

e Document Scanner

In order to check your hardware specifications, right click on your computer icon and then
choose the properties option.

EA system - O ¥

A E 5 Control Panel > All Control Panel ltems > System v O Search Control Panel yel

Contrel Panel Home . .. .
View basic information about your computer

& Device Manager Windows edition

@ Remote settings Windows 10 Enterprise

E;' System protection @ 2015 Microsoft Corporation. All rights .. WI n d OWS 1 O

E;' Advanced systemn settings reserved.
System
Processor: Intel(R) Core(TM] 13-3120M CPU @ 2.50GHz 2.50 GHz
Installed memory (RAM]}: 16,0 GB (15.6 GE usable)
System type: 64-bit Operating Systern, x64-based processor
Pen and Touch: Mo Pen or Touch Input is available for this Display

Computer name, domain, and workgroup settings
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B - Internet Connection

Users must have a connection bandwidth larger or equal to 1MB in order to use ASYCUDA World
adequately. If you are using a smaller bandwidth, the application will operate slower and it will
take time to retrieve declarations. It is advisable to obtain a large bandwidth to work
comfortably and benefit from all the systems’ functionalities.

C - Software Requirement

ASYCUDA World is accessible from any browser. Some browsers are: Firefox, Internet Explorer,
Google Chrome and Opera. You can use the one you are most comfortable with.

D-JAVA

ASYCUDA World runs on JAVA. ltis therefore a requirement that it is installed on your computer
or laptop. The ASYCUDA World server is currently running on JAVA 1.7. It is strongly
recommended to have the same version on your device. You can download JAVA 1.7 from the
Internet free of charge http://www.oracle.com or from our ASYCUDA World portal
http://asyw.sra.org.sz.

How do | know if Java is running on my computer?

In order to know if Java is running on my computer, kindly open a command prompt in windows
by doing the following:

e Press the window button, then click on all programs, choose Accessories and finally

select command prompt
e Alternatively, simultaneously press the Window key plus letter R and then type cmd
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Type the name of a program, foelder, document, or Internet
resource, and Windows will cpen it for you.

Qpen:  [EEE >

Cancel Browse...

At the DOS prompt, type the following command: java —version

BN CWINDOWS\system32hemd.exe —

If the system responds: ‘java’ is not recognized as an internal or external command, operable
program or batch file’ then it means that java is not installed. Any version of Java from version
1.7.0_o1up to version 1.7.0_8o is correct. If you have an earlier version, then you have to remove

it first and reinstall the correct one.

To remove an incorrect version of java, simply access your control panel, select add or remove
program and then choose from the list, the java software to be un-installed.
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How to download Java

Before you proceed, it is recommended that you disable your internet firewall. In some cases,
the default firewall settings are set to reject all automatic or online installations such as the java
online installation. Therefore, if a firewall is not configured appropriately, it may stall the
download/install operation of Java under certain conditions. Refer to your specific Internet
firewall manual for instructions on how to disable it.

To download Java, go to the ASYCUDAWorld portal: http://asyw.sra.org.sz and select the
appropriate Java based on your operating system. For example, for a Windows 32-bit machine
choose jre-7u80-windowsis86.exe while for 64-bit use jre-7u80-windows-x64.exe.

& ASVCUDAWord Swazilend - Windows Internet Explorer = =y |
&)= &  http//asyw.sra.org sz/asycuda <43 x || 8ing o~
Je Fovorites | gy ) Suggested Sites v 8] Web Slice Gallery v

@ ASYCUDAWorld Swaziland -8 - o v Pagev Safetyv Took~ v

1 ! Linu, Macntosh, Sokars, ADX and others
= and can be started from any web browser,

Internet Network - Click icon to connect

DA runs on tablet PCs or Personal Digital

1oz ea o] ]wo]o7 o8] os 0] 2]

ASYCUDAWorld Guides

1. AW Sot-Up Manual

2. How o Clean AW Cache

3. SAD Completion Guide:

4. Manifest Guide

5. CPC Guide

Visit ASYOUDA.org

£ hitp://10.10.0.63:8081/ softs/jre-7uB0-windows-i586.cxe @ Internet | Protected Mode: Off > Ri1Wx ~

Biel . lo&ir]eZae/@uE=e

Alternatively, Java can be downloaded from ORACLE: http://www.oracle.com

The file download dialog box appears prompting you to run or save the download file.
e Toruntheinstaller, click Run
e Tosave the file for later installation, click Save
e Choose the folder location and save the file to your local disk
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Tip: Save the file to a known location on your computer, for example your desktop. Double click
on the saved file to start the installation process. The typical screens will be displayed while
installing Java. Click the install button to accept the license terms and to continue with the
installation.

% User Account Control P

%) Do you wantto allow the following program to make

& changes to this computer?

& Program name:  Java SE Development Kit 7 Update 45
‘ = j Verified publisher: Oracle America, Inc.
File origin: Hard drive on this computer

Y. Show details ‘ Yes J[ No ]

Change when these notifications appear

[ 1ava SE Development Kit 7 Update 45 (64-bit) - Setup s |

Web to the . d for Java St e Kit 7 Update 4%

Thes wazard wil Quide you through the installabon process for the Java SE Development
ot 7 Update 45,

Java Mission Control profiing and dagnostics tools suite s now avadable as part of
the JOK.

ii

Cien> ] [ coxe
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ORACLE

3 Billion Devices Run Java

lava Setup - Complete

% You have successfully installed Java

Java updates will sutamaticalky be downloaded (o provide you with the
lalast featuras and secUnty IMprovements
To change this. ses hip ffews comfautoupdete

M Reston sy Eecvaer rew ho Commplebe e malalabon
[Please save pour work: befoes chcking “Cloae™]

Click close on the last dialog box to complete the installation.

JAVA Security Settings
Once the installation is done, you need to set the Java Security settings to medium.

e Open Control Panel
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A d » Control Panel »
S-m

~ [42 ][ Seorch Control Panet

Adjust your computer's settings

i  System and Security
Review your computer's status
Back up your computer

Find and fix problems

_ Network and Internet
@i‘ View network status and tasks
=,

Choose homegroup and sharing options

| Hardware and Sound
3 [ View devices and printers
Add 2 device
m Programs

Uninstall a program
Get programs

Viewby: Category =

User Accounts
&) Change account type

Appearance and Personalization
Change the theme

Change desktop background

Adjust screen resolution

! o
Clock, Language, and Region
/'YW Change keyboards or other input methods
© Change display language

Ease of Access
Let Windows suggest settings
Optimize visual display

Elle[ o [®[a] @]

[G/e/mE/gfe] /=

D)
D0 s

e Change the view to Large Icons. The Java Icon should now be visible.

AR LAl A

w- U5+ Contrsl Panet » AR Control Pun Rews »

v | 49 |1 Souren Comornt Py »|

Adjust your compater’s settings

WV Acion Center §4 administrative Tools B Aucetay

View by Lage mers *

% Backup and Restore <K Bntocker Drive Encr)

= =
10:46 AM

Select large icons

TAD

‘a Color Management
m Desitop Gadgets
Flash Player {32-bit

& Indexing Opticen

E Location and Other

5 Seasores

. Performance Information
v Tooks

s Recovery

@ Sync Center

Windows CardSpace

& Configuration Manager

.’ Device Manages

l: Folder Ogtions

Inted(R) Graphics and
Medio

Q Ml (32D

‘ Personakzation
9 Region and Language
* System

n Windows Defender

a Credential Manager 1‘\ Date and Time
‘d Devices and Printers . Ovsplay

“ Fonts ‘
e Internet Options

J Mouse

3 Phone and Modem

Getting Started

% Reenotedps and Deskiop
Connections

l Taskbar and Start Merw

‘ Windows firewall

© oetauttprograms to see Java icon

@ Ease of Access Center
Q% HomeGroup

- Keyboard

Select Java icon to
have the Java viewer

o~

Q Windows Update

e Doubleclickonthe Javaicon and go to the Security tab and set Security Level to medium
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@ [B » Control Panel » All Control PanelTtems » = [ é [ search Control Pane o]

. . h
Adjust your computer’s settings |£] Java Control Panel El_‘g View by Largeicons ¥

| General | Java| Security | Advanced

Enable Java content in the brawser

\ﬁ Action Center {5 Administrativi % BitLocker Drive Encryption
\ Security Level k) P
E Color Management L,?l. Configuration l@ Default Programs
g -~ () Very High (Most secure setting) -
P Only Java applications identified by a non-expired certificate from a trusted authority will be .
=3 Desktop Gadgets & Device Manag alowed to run, ‘.@_‘ Ease of Access Center
. . ©) High (Mirimum recommended)
Flash Player (32-bit) l Folder Option; e e e e = Aona hrts atir e hed el me ‘\& HomeGroup
) . . Intel(R) Graphi @ Miedi 1
@i Indexing Options (R) Grapl @ iediom (Least secire seffing) Z> Keyboard
Media All 1ava applications wil be alowed to run after presenting a security prompt.

5; Location and Other 5 . . e
IP‘;\ du Mail (32-bit) Natification Area Icons

“) Sensors o

Performance Information : lizati Bl = d
| ] and Tools && Personalizatiof Applications launched from the sites listed below wil be alowed ta run after the apprapriate security i -J Programs and Features
prompts.
5 . [iick Edit ite List...
A Recovery Q Region and L3 Fo 2dd items to this list. [BT Speech Recognition
] 4 :

@ Sync Center L&! System Restore Security Prompts ] [ Manage Certficates... ] SQJ User Accounts
L;] Windows CardSpace ﬁ Windows Def nter “‘I Windows Update

< ~

147PM ||

016

Note!

If you use a higher version of Java e.g. Java 1.8_uxx, the security settings will only show Very
High and High options only. In this case you will need to add an exception in the Exception Site
List. Click on the Edit Site List to add the address http://asyw.sra.org.sz and click on continue to
confirm.

Once you have applied your settings, you can now close the java settings window and control
panel window.

E - ACROBAT ADOBE READER

Most of the printouts and reports in ASYCUDAWorld are available in PDF format. Installing
Acrobat Adobe Reader will help you to access to these printouts and reports. Acrobat is available
from http://get.adobe.com/reader/ or can be downloaded from our ASYCUDA World portal
http://asyw.sra.org.sz
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F-NOTEPAD++ TEXT EDITOR

This tool is optional. It is not required for ASYCUDAWorld but it will help those who are using
the manifest in XML format and require to edit the file from time to time. Notepad++ is available
at: http://notepad-plus-plus.org/download/v6.4.1.html| or from the ASYCUDAWorld portal
http://asyw.sra.org.sz

Part Il - How to access the system

In this section, we will assume the following:

e You have obtained a user ID and password from the AW technical IT Division.
® You have received ASYCUDAWorld training

A-HOW TO CONFIGURE YOUR JAVA WEB START PANEL

Before your start accessing the system, a last check should be done on your computer to
configure the java web start panel if you are using a proxy or a direction connection. To do so,
press simultaneously the window button and the letter R and run the following command:

javaws —viewer

- Typethe name of a program, folder, document, or Internet
resource, and Windows will open it for you,

Open: ,,a,\,’;,ws -vvéweri -

l OK J Cancel M Browse...

The following screen will appear:
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. LZ—?J Java Control Panel e — l = |!IE : l

{General}| Update | Java | Security | Advanced |

About
View version information about Java Control Panel.

— Network Settings

Network settings are used when making Internet connections. By default, Java
will use the network settings in your web browser. Only advanced users should
modify these settings.

| Network Settings... |

 Temporary Internet Files

Files you use in Java applications are stored in a special folder for quick execution
later. Only advanced users should delete files or modify these settings.

[ _Settings... ] |~ View... l

[ OK ][Cancel]\ Apply

Click on the General tab and then on Network Settings...

Network Settings u

" Network Proxy Settings
Use direct connection.

(") Use proxy server

Address: | | Port: | ‘ l Advanced..,

[ ] Bypass proxy server for local addresses

(") Use automatic proxy configuration script

Script location: |

@) Direct connection 1

(o (e |
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If you are a trader or a clearing agent or someone connecting from outside of the Swaziland
Revenue Authority domain, you should choose the Use Browser settings. If you are a Swaziland
Revenue Authority employee or Customs officer connecting from within the Revenue Authority
network, a Direct connection should be selected.

B- ASYCUDAWORLD PORTAL

ASYCUDAWorld is accessible through the SRA Website www.sra.org.sz or directly from the
following link http://asyw.sra.org.sz

The web page offers 2 kinds of connection to the application.

Internet Network: This link is used for clearing agents, traders, brokers and all users who are
out of the SRA domain, notably those connecting via an Internet provider.

Local Network (Swaziland Revenue Authority staff): for those users who are under the SRA
network. This is usually the place for Customs officers.

By clicking on the relevant icon or text, you will have access to ASYCUDAWorld.
C- CONNECTING TO ASYCUDAWORLD

If you have installed the prerequisites software as well as entering the correct web address, you
will be able to download the application. A similar link should appear:

€ ASYCUDAWorld Swaziland - Windows Internet Explorer [P (3]
@U' (& http://asyw.sra.org.sz/asycuda/ <[4 x | B 8ing o -

¢ Favorites | g% @] Suggested Sites v @] Web Slice Gallery ~

& ASYCUDAWorld Swaziland % v B - [ de v Pagev Safetyv Toolsv @~

ASYCUDA dient runs on the most popular
Java-enabled desktops such as Windows,

Linux, Macintosh, Solaris, AIX and others
and can be started from any web browser.

sad

ASYCUDA runs on Windows, Linux, Macintosh, Solaris and others.

| avamess &
windows [32 bit]

14| Error on page. & Internet | Protected Mode: Off ‘4 v ®|100% ~

Zr

el RIEle S Gl o EElm]~] T

[02]02[03] 0] es[0s] 07 [08 0o [ 0] 22D
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By clicking on the right link (Icon/Text) of either the Internet Users or SRA staff, the system will
start to download the application. It will ask if you want to open the link or save it, click on open
and check the “Do this automatically for files like this from now”. When you click on the OK
button, the system will not ask you again this question. You should always confirm to allow the
application to RUN or if you have a security warning, you should always trust the content from
this publisher.

H - ES
@ & http://10.100.63:8081/asycuda £~ & || & ASYCUDAWorld Swaziland
x 8 ] @ onlinemapfinder Map Search [ Map Links 3§ Traffic v Vellow Pages i Tools [ Facebook [B> Listen to the Radio @ ¥ More?
=Lt {
A
D
-~
ASYCUDA
Atomated Syviom forCunteres Ov1a
y
-
Local Network (SRA) - Click icon to connect
- ASYCUDA dlient runs on the most popular
Java-enabled desktops such as Windows,
= Linux, Macintosh, Solaris, AIX and others
- and can be started from any web
) browser.
Swazi
Telecom ﬁj 4
ol
ASYCUDA Regional Support Centre
The network of the five existing ASYCUDA Regional Support Centres — well known by the users’ countries as they constitute the first line of
assistance and provide a large part of the ASYCUDA technical and functional support as well as most of the training programmes and sessions —
has been expanded this year with the creation of a new ASYCUDA Regional Centre for the Arab States located in Damascus, Syrian Arab ASYCUDAWorld Requirements
Republic.
JAVA IRE 1.7 ((
windows [32 bit]
=2
Open folder View downloads v

i 956AM
Wi 457016

= [a

The system will now download the application. It is done only the first time when you connect
from your workstation/laptop. However, if updates are available, they will be downloaded as
well. If prompted to, please allow Java to run the JNLP file
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e & hito ./ asyw.sra.org s2/asycuda P ~ © || & ASYCUDAWorld Swaziland
x 2( |EESE @ orinemopfinder Map Search [ Mop Links 3 Troffic  ¥P Yellow Pages % Tools [j Facebook [B> Listen to the Radio @ & More®

N ‘ o
Y E
- d

Internet Explorer Security

49 Aststevans o cpen e cotent using an
outdated

‘on your computer

beal Network (SRA) - Click icon to connect

it recommenced that you aca e rogram. 1y do ot st s
ebete; 3ot apen s progrm.
_— L ASYCUDA dent runs on the most popular
Javo-enabied desktops such 35 Windors,
Unux, Maantosh, Solans, AlX and others.
and can be started from any web
beowser.

Java SE Runtime Environment 7 Update...
Oracle America, Inc.
C:\Program FlesUavalre7binjavans.exe

]

2 the warming for th pro

b »r Internet Network - Click icon te connect
| Don't allow wazi
> CC D] e

ASYCUDAWorid Requirements

[01]02]a e ﬁ)
IAVA IRE 1.7 —
windows [64 bit] ]ava v

The following process will appear:

- a8
e = http:// asyw.sra.org.sz /asycuda, O ~ & || & ASYCUDAWorld Swaziland i 28 03
x 9 i@ onlinemapfinder Map Search [ Map Links  Traffic v Yellow Pages % Tools [ Facebook [B> Listen to the Radio @ ¥ More?
~
; oo etwork (SRA) - Click icon to connect
Dl lasding Sppiication: hetoric (sRA)- Cick con to comnect |
ASYCUDA dlient runs on the most popular
Java-enabled desktops such as Windows,
Linux, Macintosh, Solaris, AIX and others
Location:  http: //asyw.sra.org.sz:8081 and can be started from any web
= browser.
B
1 net Network - Click icon to connect
1 T j m “t;‘;\ﬂ—,e Swazi
. : L Telecom @
ASYCUDA - Automated SYstem for CUstoms DAta
In 1981 UNCTAD received a request from the secretariat of the Economic Community of Western African States (ECOWAS) to assist in the
st
ASYCUDAWorld Requirements
| JAVA IRE 1.7 ((
windows [32 bit] >
ASYCUDAWorld Guids -—_
e =
1. AW Set-Up Manual windows [64 bit] ]aVa v

After downloading the application, the ASYCUDAWorld welcome panel will be displayed. Insert
your username and password. You should note that the system is case sensitive on both
username and password.
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(€]1S2 [# nttp:/) asyw.sra.on

v Favorites | 5k @] Suggested

~[%s] x| [B ging o~

= ASYCUDAWorld Swaziland

2 ~ B ~ 0 d®m v Pagev Safety~ Tools~ @~

/ d

A tomated Byviem for Comtems G

ASYCUDA dient runs on the most popular
X

tognname [ | ava-enabled desktops such a5 Windows,
d

Linux, Macintosh, Solaris, AIX and others
bee ™ || and can be started from any web browser.
—_—

—[v)[x]

TLS_DHE_DSS_WITH_AES_128_CBC_SHA256

|01|oz|03‘04‘os|ns|07[os‘ogholnlm| | -:::-’-:-:ﬁz’:n] ‘_(g)
ASYCUDAWorld Guides AR E S =
1. AW Set-Up Manual windows [64 bit] Java

http://10.10.0.63:8081/asycuda/ASYCUDAWorld.jnip

Blo| o RE]eE]E

Internet | Protected Mode: Off ‘A v R100% v

elmlE@lel /&~ ]

After entering the correct credentials, the ASYCUDA World home screen will be displayed.

Congratulations! You are connected to AW!

Notel!!

The system will create a shortcut icon on your desktop for you to use the next time you
connect

Part lll - Frequently asked questions
A- HOW TO CHANGE YOUR PASSWORD

The first time you connect to the system, the application will automatically request that you
change your password. A similar screen should appear
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TLS_DHE_DSS_WITH_AES_128_CBC_SHA

Click on the tick button and the following screen will appear:

r 2
. Password change u

Old password I I
New password l ]
Re-enter password [
'
&

a
mml

Insert the old password followed by your new selection. You will have to confirm your new
password by re-entering it. A similar menu is available to you. You can also change your
password occasionally as it is a good practice. To do so: click on the menu to open the document
library and double click on My Profile or just right click on My Profile and choose the option

update.
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o ASYCUDA

©- &3 International Norms

©~ £3 Single Window

© &3 System Administration
© &3 System design

©= &3 UN Ministry of commerce

()™ o e

(3 Add Centificate

5 comem
&1 cotapse

&) close

As shown below, the system will open your profile. The user authentication will be accessible
from the Authentication form. Then, simply retype the new password and re-enter it to confirm
it. Make sure you are typing the same password in both boxes and mind that passwords in
ASYCUDAWorld are case sensitive. Finally, click on the update button, the system will ask you
to provide to provide your old password as a security precaution.

T y— #% @)
Filo Edr Wew Help

=00 s

AT

Hew pavsinond poasee

Voot patery

@ PRazse. Rar youl K passenee

v X

[ L

T v @ + M B I

17 |Page



UNITED NATIONS

UNCTAD

Once you provide the password correctly, the system will change your password and you can
use it immediately during the next connection to the system.

B-SHOULD | KEEP MY USER CONNECTED TO THE APPLICATION?

It is highly recommended that before you leave the office, you close the application and
disconnect from the system for security reasons and also to avoid the administrator of the
system to terminate your session while doing maintenance.

C-HOWDO | SAVE MY WORK WHEN THE CONNECTION TO THE SERVER IS LOST

Sometimes, users lose their connection to the server while they are processing a declaration.
The system will display an error message that the communication between the server and the
computer has terminated and request that you exit. In order not to lose your unsaved work, you
should answer no by clicking on the red cross. If you choose otherwise, the session will be
closed. Until the communication is restored, the system will put you on standby mode until the
connection is up. When the communication is restored, the system will automatically detect the
connection and ask you to provide your password. You will be able to see your last declaration
without losing the data. However, you cannot use/assess it but you can save it by exporting it
into an xml file format. Then you can create a new SAD entry by importing it from the xml file
you exported.

D- WHEN AND HOW DO | CLEAN MY CACHE FOLDER?

It is advisable to clean your cache folder and cache application from time to time or when it is
required by the Administration team of ASYCUDA World. In order to perform this, you must be
disconnected from the ASYCUDA World application. Once disconnected, access to your user
folder or simply press simultaneously on the window button plus the letter R and insert the ,dot
character (.) then click OK

La ™
= Run l&l
= Type the name of a program, folder, document, or Internet
resource, and Windows will open it for you.
Open: f -
l oK I l Cancel I I Browse...

18| Page



UNITED NATIONS

UNCTAD

The window will display a folder called .SOClassCache . Simply delete it and then connect again
to the application.

E- REMOVING THE CACHE APPLICATION

It may arise that the Administrator of ASYCUDA World requires that you remove the cache
application from the java cache viewer panel. This will ensure that the next time you connect to

ASYCUDAWorld you download the entire application.

To do so, run the command javaws —viewer from the run window box.

| £ Java Cache Viewer >
Show: | Applications w I'\‘-'é-f'lv |_| L )A& «Iil_“\ Installed Size: 0.0 KB - Cached Size: 76006 KB
Application Vendor Type Date Size | Status
‘{-_éia ASYCUDAWorld Swaziland UMCTAD - ASYCLDA Application Jan 26, 2016 35348 KB *
0 AW Training SR.A Metwork Swaziland Revenue Authority Application Jan 26, 2016 37420 KB ==
Close

Select ASYCUDAWorld Swaziland and click on X (delete). If there is more than one, delete them
one by one.
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